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0.1 Creation of the document DAF / DGME

This document is deemed to evolve in future, following the progress of electronic administration, the state of
the art in the field of electronic interchanges and also according to the various implementations of this
standard in the information systems of the sector actors.

You are kindly invited to share with us your remarks or your improvement requests using a layout based on
the form below.
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Comment gathering form

This form can be sent to the following address:

Adéle 103

DGME- SDAE - Département D3
85, boulevard of the Montparnasse
75006 Paris

Identification of the contribution

Name and organisation (OPtIONAI): .......oeiii i e s e e e e s et e e e e s e e aees
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General remarks regarding the document

Does this document meet your requirements? Yes [ No [
If yes:
In your opinion could it be improved in its content? Yes a No a
If yes:

What else would you wish to be covered?

In your opinion could it be improved in its form? Yes [ No [
If yes:
Where could it be improved?
- Readability, comprehension [
- Layout U
- Other U

Please detail your wishes regarding the form:

If no:

Please explain the domain for which it is not adapted and describe what would have been
more suitable for you:
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Particular remarks regarding this document

Detailed comments can be expressed using the following table.

"Nr" indicates an order number.

"Reference" indicates the precise location in the text (paragraph number, line...).

"Express your comment" gives space to write down your comment.
"Proposed solution" gives the opportunity to suggest a solution to resolve the problem identified.

Reference

Express your comment

Proposed solution

Thank you for your contribution
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1 Introduction

1.1.Context and what is at stake

Data processing and office automation, already present in enterprises for many years, continue to develop.
However, far from the aim of “zero paper” that the emergence of micro-computers had promised us, nhow we
look into the objectives of efficiency, productivity improvement or services of better efficiency and better quality
that data processing could bring.

On the other hand, for the last three years, more and more households are being equipped with
microcomputers.

The administration and the public services are taking an active part in this evolution of our society. A typical
example is the take-off of electronic administration, which is constantly accelerating nowadays, with, for
instance, a government programme such as ADELE.

No longer at stake now is the massive production of digital information nor the extreme automation of the
various processes in order to reach the « zero paper ». It's rather the faculty of systems to organize information
and make it available rapidly in an easy to understand form. Electronic exchange plays an important role within
a context where mainly the organization efficiency and the exchange facilitation are looked for. The data
exchange standard for archiving, subject of this document, is placed at this strategic level of the information
system. It is developed within the framework of action 103 of the ADELE programme, dedicated to digital
archiving.

The ADELE programme expresses the will of public authorities to give a framework, which is multiannual,
consistent and coordinated with the development of electronic administration in France, a key item of the
modernization of the State to accompany the adaptation of public services to the sociological, political and
technological evolutions.

The ADELE programme also aims at structuring the private sector offers in the field of electronic services.

ADELE establishes the principles for the development and the adoption of electronic administration to make life
simple for the user in his contacts with the administration, the improvement in the efficiency of public services
and the value added of the civil servant in his mission.

The specific problems of archiving bring an additional dimension to the handling of this conversion from
physical to digital. Indeed, time factor and long-term preservation play an important role here.

Whether we speak of paper documents referenced in a computer application or of digital documents, it is
essential for administrations, even for enterprises, to be able to easily interchange the metadata, even the
documents themselves, with archival agencies that will be able to ensure their reliable and long- term
preservation.

Digitised documents are moving in a relatively « volatile » environment if we compare them with the stability of
the written on paper. A paper document is a relatively stable product: it can last for centuries. Electronic
documents are created through software products, which are becoming more and more complex, evolving
faster and faster and stored on short life cycle media.

We can see an antinomy emerging between the goals of archiving, whose basis is the long-term, and the
animated world of data processing. It is necessary, in order to harmonise digitisation and archiving, to define a
standardised framework in order to preserve long-term storage in a high-speed evolving environment.

This document gives elements to master and control these evolutions, which are of course inescapable.
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The data exchange standard for archiving aims at facilitating the inter-operability between the information
system of an archival agency and the information systems of its partners (producers, users...). It provides a
model for the various transactions that can happen: transfer, delivery, destruction...

1.2.Scope of the document

This document gives a standardised framework for the various information exchanges between the archival
agencies and their partners: entities producing archives, managing entities, process controlling entities, and
lastly, the entities that use these archives. Interchanges between several archival agencies will also be
considered.

This standardisation work resulted in activity diagrams and data models according to the UML standard, as well
as in message definitions according to XML schemas.

This standard presents useful elements for building applications to create and receive the messages. In
particular, it defines the necessary data contained in these systems. This data will then be used to generate
messages, by mapping between the model of the relevant databases and the XML schemas of the transactions
envisaged in this standard.

The described standard is generic and adaptable to all types of documents and data, both electronic and in
paper format. Therefore, when taking into account a process within the archiving chain, the generic elements
will have to be filled by descriptive rules specific to the given documents or data.

The situations that are covered in this standard include transfer request and transfer, delivery, destruction,
modification notification or restitution of digital documents or data between the transferring agency, archival
agencies and third party entities. The exchanged format, structure and information content will be defined.

The aim of this work is to promote the interoperability between the information systems of public services and
to allow for a better mutualisation of software developments.

These aims are similar to the objectives stated in the order of the 8" of December 2005 concerning the
electronic exchanges between citizens and administrative authorities, and administrative authorities between
themselves. Therefore, the exchange standard described here will fit with the RGI (Référentiel Général
d’Interopérabilité — General Inter-operability Reference) specified in section 11 of the order.

The standard could also be usefully used by enterprises, for their own archiving needs, and by service
suppliers in the archive domain. Conditional elements cover all the differing requirements of the public sector
and the private sector.

1.3.Targeted audience

The exchange standard is intended in particular for:

> the originating agencies of public records, such as ministries, decentralised State services, the
territorial authorities, public institutions;

public archival agencies, in order to standardise electronic archive reception and delivery and to
support the multi-site consultation portals;

software developers who wish to comply to a standardised work frame when developing
archiving modules;

software developers of systems that manage and describe paper archives;

consulting companies of exchange services working for public originating agencies and who may
be required by these originating agencies to transfer documents to public archival agencies;
storage service providers;

foreign archival agencies.

vy VVY Vv YV

Data Exchange Standard for Archiving - Version 0.1 12/147



Direction des Archives de France mars 2006
DGME

Servicz d'archives X

or

Base da connaissanoe

f Base descriptive
i i

Stockage Archives

espace des communicatipns n ;1

=

as
1al

espace deswersements

5 . métadonnées
métadonnees

dossier
nurnérique

—>

dossier
nurnEri que

Serviceversant A lU=sagar

Stanclard d'échange Standard d'échange Jic

However, the standard is limited to information exchanged between the various actors and is not concerned
with the internal organisation of the actor’s information systems.

As shown in the figure below, information received in conformity with the exchange standard is destined to be
handled by various components. The components, however, are not the object of this standard.

A descriptive database will include information on the archives and makes search criteria available. Examples
of the information stored in the descriptive database include: content description of a given file, name of the
originating agency, time period for a document to be delivered or life time of a document availability, format of a
given document, and so on.

A knowledge database will include data relating to execution context of the archiving process Examples of the
information stored in the knowledge database include: information on the source applications concerned with
ingests, service contracts, quality assurance planning, technical documentation, layout information, etc.).

A storage system will deal with the media containing the data.

Regarding the formats of the exchanged information, the standard is only concerned with the format of the
envelope of the objects and not with the format used for the long-term preservation of the objects themselves.
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Regarding the format of the
objects included, it is advised to
respect the CCIl whose evolution
will be followed by the RGI
(Référenciel Général
d’Interoperabilité — General
Inter-operability Reference
"SR system — Ordinance//regulation
metadata of the 8th of December 2005,
article//item 11)

As archival agencies are responsible for the long-term preservation of the objects (in particular in the public
domain), the electronic files formats accepted from a given transferring agency are determined by means of
convention, memos or service contracts between the two parties at the time of the transfer. Even if the
standard does not aim at giving a list of accepted file formats, it contains a list of some possible formats (see
French common inter-operability framework).

1.5.The process of creation of the standard

The standard was created in successive steps.

The first draft of the standard came out of a first project realised in 2004 and 2005 by the direction des archives
de France together with the Caisse des dépbts et consignations, in order to ingest, into the Archives
départementales des Yvelines, acts of the local authorities undergoing legal control by the representatives of
the State (préfectures).

From this concrete realisation, an effort was undertaken to make the standard more general and more generic.
The work carried out was based on the existing norms and standards:

- the XML language, a W3C recommendation;

- the ISO 14721 norm (OAIS model), a conceptual standard developed by the major space science
repositories;

- the EAD (Encoded Archival Description) DTD;

- the encoding format base64;

- the work of UN/CEFACT, the United Nations institution that promotes development and facilitation of
professional electronic interchanges, electronic commerce and administrative procedures.

The exchange of archive data is a cross-domain theme that concerns several different actors. Therefore, it was
essential to adopt a concerted approach to finalise the document.

A call for comments launched over 3 months resulted in the collection of numerous remarks, which dramatically
improved the first draft of the standard.

A thematic workshop® organised to work on the standard allowed for the completion of the deliverable thanks to
fruitful exchanges and discussions between participants from various backgrounds, not only from the public
services but also from the private sector (software editors, storage service providers).

! See the list of contributors to the comments and of the participants in the workshop in chapter

« acknowledgement ».
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1.6.Synthesis of the comments collected

This section gives an overview of the comments received during the call for comments and the workshops. For
readers that have not followed the development of the standard, the section may be more understandable if it
is read after reading the section detailing the functional profile (see Part 3).

These remarks had an impact on the first draft of the standard.
1) Taking into account new management cases

The data modelling was enriched by additional situations encountered in managing archives that had to be
taken into account.

For instance, in the case when an actor other than the originating agency or its successor, makes a request for
delivery of documents not yet available for delivery, the archival agency must contact the originating agency or
its successor and ask for permission to deliver.

The delivery or an error message concerning the delivery request must refer to the reply of the originating
agency or its successor.

In the case where a records service must destroy documents, it might have to apply for the agreement, not only
of the originating agency but also of a control authority in charge of the scientific and technical control on the
public sector archives (Direction des Archives de France and in particular the Inspection générale des Archives
de France, the directors of departmental Archives) — See Part 2.

This request for agreement must follow the one submitted to the originating agency, and must mention the
preliminary agreement of the originating agency.

2) Semantic clarification

Instead of the term « versement » (ingest in English), which has two well distinct aspects (the transfer itself and
the records actually transferred), the standard is systematically substituting for the term « versement » the
term.« transfert » (transfer in English).

3) New transactions

To make sure that all the possible situations that can be encountered will be covered new transactions have
been added to the standard:

- modification

- destruction rejection

- transfer request

- mixed transaction electronic metadata / paper objects

- etc.

4) New informative data

Additional informative data have been added in the messages (identifiers, link between several transfers,
format version of the objects added, comment field, reference to code tables for some given values such as the
delivery period or error types, ...)

5) New security data

The exchange standard lies at the level of the exchanged data. It is not intended to take the place of the other
fully working technical layers of the network. Among others, there is the exchange protocol layer that ensures
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transmission security and makes sure that objects entering a network will arrive at the other end intact and
complete.

However, there was a wish to define some security elements in the exchange standard. In addition to the hash
code connected to the global package transferred and of the hash codes attached to each object contained in
the package, it is possible to add an optional electronic signature which will be defined at the same levels as
the hash codes (transfer, objects).

This allows for the management of the non-repudiation of certain messages. This option was introduced in
particular to meet the requirements of the private sector in some circumstances. All the related computer
algorithms will have to be kept in the knowledge database of the archiving system.

6) More flexibility

Greater flexibility was given to the standard. For instance, the sending of attachements can be carried out by
either including them in one unique XML file, or as external files connected to the message by links. In addition,
one transfer can include one or more archives, and one archive can include one or more objects. Each object
and sub-object can have its own descriptive metadata if desired.

7) Industry specific metadata

Beyond the description envisaged by the standard, various participants in the workshop requested the
possibility to transfer metadata specific to certain professions or processes as well. This request was taken into
account in the present version of the standard.

8) Other remarks

Some comments have not been incorporated because of a lack of consensus or because they could jeopardize
the genericity and evolution potentialities of the standard.

Examples:
- There is no need to add in the principles that an object (and therefore a transfer) contains only one
type of document, and that therefore all the documents will have the same management rules
- In France, it would be difficult to impose once and for ever the standard list of subjects elaborated by
the Direction des archives de France (the so called "W thesaurus") used by the departmental archival
agencies for the key-words of an object

1.7.The standardisation references
1.7.1. EDI (Electronic Data Interchange)

From the very beginning it was decided to apply certain rules in the public domain that would bring to our work
a longevity which, we are sure, will allow it to be shared with foreign partners.

To achieve this, we relied on the following references:

UN/CEFACT Modelling Methodology (CEFACT/TMG/NO90R10, November 2001)

UN/CEFACT —ebXML Core Components Technical Specifications version 2.01 — ISO 1500-5

UN/CEFACT NamingAndDesignRules_1.1a 16022005

ADAE Guide UML-XML v1.1

ADAE Modele de Données Communes pour '’Administration Frangaise — Common Data Model for
French Administration

Since the last two documents are not yet finalised nor in conformity with the other three, the authors adopted a
methodological approach inspired by the five documents, but taking some liberties with them. The international
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standardisation was given priority over the French document and in the original French document this led to the
writing in English of the terms destined for submission in a later phase at the international level, while French
was kept for the definitions, notes and the text body.

Versions of these various standards already exist as working documents in the pipeline of the standardisation
process. They have been partially taken into account.

More formal modifications to comply with the final standards will be carried out in a later version of this
document.

1.7.2. Archival science

1) ISO Standard 14721:2003 (Space information and data exchange systems -- Reference Model for an
Open archival information system), better known as the OAIS (Open Archival Information System)

http://ssdoo.gsfc.nasa.gov/nost/wwwclassic/documents/pdf/CCSDS-650.0-B-1.pdf.

A French translation, presently in the process of standardisation, is available at the following URL:
http://vds.cnes.fr/pin/documents/projet norme_oais_version_francaise.pdf.

This conceptual framework, established by the most important worldwide space centres, including the CNES
(Centre National d’Etudes Spatiales), specifies the information objects, the metadata necessary for their
preservation and management, their preservation and their delivery.

This standard has taken into account the definition of the actors, the exchanges and the information objects
exchanged as defined in OAIS model.
2) ISAD(G) Standard (General International Standard on Archival Description) of the International Council on

Archives

http://www.ica.org/

This standard provides general guidance and the elements necessary for the preparation of archival
descriptions.

In conjunction with the EAD (Encoded Archival Description) DTD, which is one of its implementations, the
definition of the elements necessary for the description of the exchanged data has been taken into
consideration in this standard.

A correlation table between the elements of this standard and those envisaged by the ISAD(G) standard and
the EAD DTD can be found in the annex.

3) MOREQ (Model Requirements for the management of electronic records) — European Commission — 2001

http://europa.eu.int/idabc/en/document/2631/5585

MOREQ describe the functional requirements for an electronic archiving system, that has the ability to manage
paper documents as well as electronic data.

MoReq envisages (cf. 10.8) that « the computerised archival system should be able to inter-operate with other
electronic record management systems», «update other corporate systems», «inter-operate with other
applications », [and] « process in real time transactions generated by other external application systems».

This exchange standard aims precisely at facilitating the implementation of these functionalities. In this respect
it is perfectly complementary to Moreq.
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The metadata envisaged by MoReq were taken into account in the exchange standard. A correlation table is in
the annex.

4) PREMIS

http://www.loc.gov/standards/premis/

In 2003, OCLC and the RLG established the « Preservation Metadata: Implementation Strategies (PREMIS) »,
an international working group.

The project ‘s purpose was to set up, from the OAIS model, a list of preservation metadata, i.e. « information
used by repositories during the digital preservation process ».

Version 1.0 of the PREMIS data dictionary was published in May 2005.

The main focus of the group was preservation management, not the exchanges between an archival agency
and its partners. It is therefore quite different in its approach from the data exchange standard for archiving.

However, PREMIS was used to check that no important long-term preservation information to be provided by

the transferring agency had been overlooked.

1.8.The key concepts 2

This section presents the various participating actors and the basic concepts handled during the data exchange
process.

1.8.1. The actors

The definition of the actors relies on the typical archival policy set up by the central directorate for information
systems security (DCSSI) with the participation of the DGME and the DAF.

1) Archival agency

The Archival agency is the actor receiving the transfer and is responsible for the management of the Archives
transferred by the Transferring agencies and their delivery back to the Originating Agency and, depending on
access issues, to Access Requesters.

2) Transferring agency

The Transferring agency refers to the actor that transfers an Archive to an Archival gency.

3) Originating Agency

The Originating agency refers to the actor that produced the archives, i.e. that created them or received them
within the context of its activities. This may, or may not, be the same as the Transferring agency.

4) Control Authority

% Refer to Politique d’Archivage (Archive policy), document written by DCSSI together with DAF and DGME.
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Some messages are issued only after validation by a control authority. In the French public sector, this control
authority keeps the archives under strict scientific and technical control (Direction des Archives de France and
in particular the Inspection générale des Archives de France, directeurs des Archives départementales).

5) Access Requester

The term Access requester refers to any person or legal entity wishing to consult the Archives kept by the

archival agency in compliance with accessibility rules.

1.8.2. The exchanges

1) Archive Transfer

The archive transfer by a Transferring agency to an Archival agency in order to ensure an Archive’'s
preservation. The transfer can be preceded by an Archive Transfer Request.

Remark:

In French the term ‘transfert’ has been preferred to the term ‘versement’ for three reasons:

- The term versement is ambiguous, since it might mean both the action of transferring documents and
the transferred documents themselves;
- The term versement is specific to a particular context: the handing over of documents by an
administration to a public archival agency, with the consequent handing over of responsibility;
- And finally it does not clearly deliniate the scope of the standard, which is not the introduction of
archives in a fonds but the transfer of elements between two parties.
2) Archive Delivery

Delivery of an Archive to an Access requester, with the authorisation, if necessary, of the Originating agency
and of the competent control authority.

3) Archive Modification Notification

Information sent by an Archival agency to an Originating agency to inform them that Archives coming from
them and preserved by the archival agency have been modified by the latter in order to ensure its correct
preservation. The modifications could be concerned with the data themselves (for instance format conversion)
or with the metadata (adding, correction, update).

4) Archive Destruction

Exchanges linked to the archive disposal, either at the request of the Archival agency with the authorisation of
the Originating agency and of the competent control authority, or at the request of the Originating agency, with
the authorisation of the competent control authority.

5) Archive Restitution

Transfer of an Archive from an Archival agency back to the Originating agency.

1.8.3. The exchanged objects

1) Archive

A set of information combining:
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- Data object, i.e. the digital or physical object(s) that are the main concern of the long-term
preservation;

- Representation information, i.e. the information, which translates the data content into more explicit
concepts (for instance, the definition of the ASCII code describes how a sequence of bits (a data
content) is converted into characters);

- Information for long-term preservation, i.e. information necessary to a good quality preservation of the
information content (information on origin, identification, integrity, context).

The data content and the associated representation information constitute the information content®.

NB: the representation information is especially meaningful in the case of digital object preservation.

Examples:

Electronic Message The bit sequences Character codes The message sender
correspon(_jmg to t_he Encoding of the The message
message file and its

. attachments (for addressee
attached files.
example base 64)
Presence of an
The format of the electronic signature
message (for example
TXT) and of the
attached files (for
example JFIF 1.0)

Administrative paper file | The file itself, with all - The originating agency

the sheets that it
. The dates
contains

Database The bit sequences The character codes The producer of the
corresponding to the . database
tables %f the gatabase The links between

" | tables Mode and date of
The meaning of the creation of the database
codes used for the The scope of the
information input database

As is shown in the following schema, the Archive must contain a description of its content (cf. 3 later on) and
can have appended documents. The Archive can be subdivided into archive objects, each of which have
similar properties.

® These definitions correspond to those of the ISO 14721 standard (OAIS Model).
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Archive
Content Description

[Attached docurment(s) |

|Archive Object
|_C|:|ntent DescriEiD_n 1

[Attached document(s) e

The Archive has an identifier, a title (mandatory), an indication of the description level (mandatory), as well as
the following attributes:

- Archival Agreement. agreement (convention, contract) or regulation used as the framework for the
relationships between the transferring agency and the archival agency;

- Archival Profile: rules for building the archive according to the type of documents or the type of
application involved;

- Description Language - mandatory;

- Service Level: service level requested (e.g. availability, security...), referring to the various levels
envisaged by the Archival Agreement.

2) Archive Object

An Archival Object is an intellectual subdivision of the Archive which has specific characteristics for
preservation.

The generic attributes already mentioned at the level of the Archive should not be repeated at the Archive
Object level.

An Archival Object can also in turn be subdivided into further Archival Objects. Archival Objects represent the
various description levels indicating the grouping of information, such as fonds, series, files, and items.

Example:
Archive Archive Archive sub- | Data content |Representation |Long-term
Object Object Information preservation
Information
Files of public Digital file The person in charge
procurements format of the procurement
fsc: Wﬁ;esr The platform used to
PP agree upon the tender
[filegroup] Dates
Piping The object of the
procurement tender
[file]
Advertising The bit The characters | Date
[item] sequences codes Publication medium
corresponding
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to the_ f|!e The file format
containing the
text of the
advertising
Official file of | The bit The characters |Issue date
consulting sequences codes
enterprises correspo_n(;hng The file format
. to the official
[item] (for example

file of

PDF)

(for example
PDF)

consulting
enterprises
Successful bid | The bit The characters | Name of the tenderer
[item] sequence codes Date of submission
corresponding .
N The file format
to the bid file
(for example
PDF)
Procurement The object of the
for procurement
maintenance
[file]
Advertising The bit The character Date
[item] sequences codes Publication medium
corresponding .
. The file format
to the file
containing the
text of the
advertising
Official file of | The bit The character Issue date
consulting sequences codes
enterprises correspo_n(_jmg The file format
. to the official
[item] . (for example
file of
. PDF)
consulting
enterprises
Successful bid | The bit The characters | Name of the tenderer
[item] sequences codes Date of submission
corresponding The file format
to the bid file

3) Content Description

Content Description describes the Archive or the Archive Object.

A Content Description is mandatory for an Archive, but is optional for the Archive Object.

A Content Description may contain:
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- A free description, whose possible confidentiality must be specified in a mandatory way (for example if
names of persons are in this description);

- The dates of beginning and end;

- The language of the information content (mandatory);

- The size (bits number, number of records, number of boxes etc.);

- The custodial history (interventions carried out on its content from its creation up to its transfer into an
archival agency);

- Position of the information content within the classification plan of the originating agency;

- Format information;

- References to linked objects;

- Other descriptive data.

In addition, it can also mention:

- The originating agency of the information content and the archival agency in charge of it;
- Access and preservation rules;
- Keywords.

4) Attached Document
An Attached Document is linked to an Archive or Archive Object.

The Attached Documents contains:

- The data content to be preserved;
- Representation information.

Where possible, it is important that long-term preservation information (e.g. origin of the data, description,
dates, keywords, etc.) is contained in the attributes assigned for this purpose.

Where long-term preservation information can not be entered in the assigned attributes, it should be provided
as an Attached Document. For example, the verification report carried out during the extraction of the data to
be archived. Another example of information that could be provided as attachment would be a description of
the data built up according to a special structure specific to the profession of the producer of these data.

Attaching information as an Attached Document does not exempt the creator from also inputting into the
attributes assigned for this purpose all the descriptive information that could be handled that way.

The attachments themselves could be physically included (encapsulated) in the Document or linked by a
reference (for example a URI). Of course, encapsulation applies only to digital attachments. Choosing the
encapsulation of an object or maintaining it outside the Archive or the Archive Object may depend on its size.

An attachment can correspond to:

- An electronic file, i.e. a named and ordered sequence of bytes that is known by an operating system;

- A bitstream, i.e. a set of contiguous or non-contiguous data within a file that has meaningful common
properties for preservation purposes (example: a TIFF file may contain several bitstreams representing
images). To be transformed into a standalone file a bitstream must at least be augmented with a file
structure (header, etc.) and /or reformatted in order to comply with some particular format;

- Afilestream, i.e. an embedded bitstream that can be transformed into an standalone file without adding
any additional information (example: a TIFF file embedded within a TAR file, a base 64 encoded PDF
file embedded within an XML file, etc.).

- A physical object (file, box, CD-Rom...).
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Each attachment is characterized by:

- Its URI;

- Its MIME type (for example: application/pdf);

- Its format, indicated in a more precise way than the simple MIME type (for example: PDF 1.4);

- Its encoding if it is a binary file converted into characters by means of an encoding system (for
example: base 64);

- Its character set (for example: 1SO-8859-1);

- ltsfile name, when it is a file as such;

- Its content, in the case the data are encapsulated within the message.

Only the URI is used in the case of paper documents (or analog records in general), to indicate the reference of
the media and of the containers.

Several attachments forming a unique intellectual unit and having the same properties regarding archiving
(preservation period, access rules, originator...) can be grouped in a single document. For example: an HTML
file and its linked images forming a Web page; the PNG images of the pages of a unique file.

The attachment can include a short description.

In particular it is necessary to indicate its type: data content, representation information, preservation
information.

5) Hash Code
A Hash Code is associated with a file or a part of a file in order to control its integrity

The hash codes created for the exchange, on one or more parts of the message, are grouped together. Each
hash code is associated to the identifier of the file or part of the file it refers to. It is therefore possible to insert
the hash code for any file or part of file having an identifier.

6) Signature
A signature is information guaranteeing the integrity, authentication, or the approval of a file or part of a file.

The exchange standard allows the insertion of either an XMLDsig signature or a PKCS#7 signature. A PKCS#7
signature as complete as an XMLDsig, but is currently more commonly used.

The signatures that are appended to the documents prior to the exchange, and not to the message itself, will
be preserved with the data in their original format.

1.9.Planned extensions

This version of the standard for data exchange has been implemented between French actors

The standard will evolve and be enriched with work presently being carried out in the international digital
archival community.

Experience with the pilot sites will give the opportunity to validate or refine the standard in parallel with these
normative modifications.

However, this standard has been designed to respect the spirit and the main substance of the present
regulations and from this one can expect reasonable stability, which in turn will allow investment in its
implementation. This implementation will be, in itself, a factor of stability.

The identified sources of adjustments are listed below.
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1) The standard will be completed in the future by references to common data like identifiers of the
Administration services or the identifiers of the people when these semantic references will be
available (work outside the area)

2) The standard relies on standards prevailing today. In particular, reusable components of the
UN/CEFACT standardisation have been used. These components accepted at the international level
will soon be enriched by France’s specific requirements. The DGME and its partners are working on it.
Once set up, these « French components» will of course be integrated in the standard.

3) The standard will be brought towards a European, first, then international standardisation. At the
European level, the Working Group that has been approached is the CEN/ISSS/eBES/EG13, and at
the United Nations level, the UN/CEFACT/TBG19 Working Group.

4) The implementation of the standard in operating information systems will give an opportunity to refine
the model. All participants are invited to communicate their comments on the DGME website within the
A103 digital Archival systems community (prior registration is necessary)
http://www.vitamin2.adae.gouv.fr/ministeres/projets adele/al03 archivage elect/community contents
or e-mail them to the following persons:

» Gabriel Ramanantsoavina gabriel.ramanantsoavina@pm.gouv.fr
» Francoise Banat-Berger francoise.banat-berger@culture.gouv.fr
» Olivier de Solan glivier.de-solan@culture.gouv.fr

At least one yearly revision of the standard is planned.

A Frequently Asked Questions (FAQ) session is open at the following URL:
http://www.vitamin2.adae.gouv.fr/ministeres/projets_adele/al03_archivage_elect/public

1.10. The Standardisation Process

The future steps to submit this standard to the standardisation bodies are:

Context Event Comments Foreseen dates
FR Publication of version 0 DGME reference website Beginning of March 2006
FR E_valuatlon by_ pilot Support expected Starting March 2006

implementations
FR Comments gathering Starting March 2006
FR Maintenance of the standard DGME DAF Working Group Starting March 2006
FR Starting production of version 1 DGME DAF Working Group 2° quarter of 2006
FR Presentation to Edifrance-HICC HICC Working Group- 3 quarter of 2006
FR F|naI|sat|on' of the French DGME DAF Working Group 4" quarter of 2006
standard’s document
Standard Proposal to Edifrance- .
FR DGME (version 1) DGME DAF Working Group End 2006
FR Call for comments in France Edifrance - DGME
FR Edifrance-DGME standard Edifrance - DGME Autumn 2006?
Status
FR Update of the French standard | . After results of the Mid- 2007
implementations and outcome
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Context Event Comments Foreseen dates
(v2) of the international studies
UN Creation of the project in TBG19 UN CEFACT Vancouver March 2006
UN Creation of an ebXML standard UN CEFACT TBG 19 2006
UN Submission BRS RSM UN CEFACT TBG 17 2007
UN Submission schemas UN CEFACT ATG 2 2007
UN Obtaining of ebXML standard UN CEEACT
status
EU Submission for CEN Workshop | - 1ss/EBES/EEG13 Beginning of 2007
Agreement
EU Obtaining of CWA status CEN/ISSS/EBES/EEG13 1st semester of 2007
ICA Steps towards recognition as a | International Working Group to

standard be created

2 The context of Archiving in France

2.1. The rules to be applied to public archives

The code of heritage defines the archives as "a set of documents, whatever their date, their format and their
physical media, produced or received by any person or moral entity and by any public or private service or
organisation within the context of their activities" (section L. 211-1) and the public archives as "the documents
that result from the activities of the State, of the territorial collectives from public establishments and
enterprises; the documents that result from the activities of private law firms in charge of the management of
public services or given a mission of public service; the minutes and directories of public officials or ministerial
offices " (section L. 211-4).

The decree n°79-1037 of the 3" of December 1979 referring to the competence of public archival agencies
and to the co-operation between the administrations for the collection, preservation and delivery of public
archives defines the management rules of the public archive documents during their whole life cycle.

These documents are initially preserved by the services that produced them as long as they use them on a
regular basis. At this point the documents are categorised as "current archives”.

Afterwards, when their use becomes an exception but there is still a need to keep them as evidence, they are
preserved either in the originating agency, in “pre-archival” storage, or within a public archival agency. They are
then qualified as "intermediary archives ".

At the end of that period, a selection is made between the documents with a historical interest ("definitive
archives”), which are transferred to the public archival agencies (national archives, regional archives,
department archives, municipal archives), and the others that are destroyed.

For each type of documents, the duration of these periods is defined by agreement between the originating
administration and the archive administration (section 15 of decree n°79-1037).
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At each stage of their life cycle, the preservation of public archive documents is controlled by the archive
administration (section 2 of decree n°79-1037).

In particular, the destruction of documents by an originating agency cannot be done without the approval of the
archive administration (section 16 of decree n°79- 1037 and section R. 1421-3 of the general code of territorial
authorities). In the same way, the destruction of documents by a public archival agency cannot be done without
the approval of the originating administration (section 16 of decree n°79-1037 and section L. 212-14 of the
code of heritage)

The State services may, in special cases and under some conditions, entrust to private archiving companies
the preservation of intermediary archives which will be destroyed after some medium or long-term period. This
possibility does not exist for the territorial authorities (section L. 212-6 of the code of heritage). The health
services may have their electronic medical files hosted under conditions envisaged in a decree.

During the transfer of archival documents in a pre-archiving storage or in a public archival agency, a descriptive
form must be compiled by the agency that carries out the transfer (section 18 of decree n°79-1037).

Afterwards, the transferring agency can access whenever it wishes the documents transferred, except when
personal databases are concerned. The consultation by the public is also possible, during periods of time
defined in particular by the law n°78-753 of the 1 7" of July 1978 on the access to administrative documents
and by the code of heritage (sections L. 213-1 till L. 213-4).

Since the archive definition mentions no date, format nor media, the whole set of rules previously described will
be applied to "traditional" paper documents as well as to electronic data (databases, office automation
documents, digitised documents handled in electronic document management systems (EDMS), documents
exchanged within the framework of remote services, electronic mail, etc.). Their implementation however can
vary from each other.

2.1.1. Applying to paper archives

Presently, the interactions between originating agencies and public archival agencies take place, most of the
time, in the following way.

= Current and intermediary archives

The preservation of current archives and intermediary archives is done on the premises of the originating
agency (exceptionally in the building of a private archiving company) or, by anticipation, in a public
archival agency.

The public archival agencies carry out regular visits to advice on how files should be kept and on the
storage conditions.

In order to facilitate the archive management, the originating agencies and the archival agencies develop
documents, called retention schedules, which specify, for each type of document, the duration of its
current period, the duration of its intermediary period and what should happen at the end of the
intermediary period (preservation or destruction or partial preservation). These documents can take the
form of national inter-ministry instructions and/or local agreements.

= The definitive archives

At the end of the intermediary period or in certain cases even before the end of this period, the definitive
documents to be preserved are transferred to the public archival agency; and documents without historical
interest are destroyed, after approval of the archival agency (section 16 of decree n°79-1037 and sec tion
R. 1421-3 of the general code of territorial authorities).
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The transfer is accompanied by a form, standardised by the archive administration (cf. circular AD 93-3 of
the 10™ of March 1993), including in particular:

= The identity of the transferring agency (agency that transmits documents to the archival agency)

= The identity of the officer in charge of the transfer (name, phone number)

= The name of the archival agency addressee

= The signature of the head of the transferring agency

= The name of the originating agency (agency that received or created the transmitted documents,
different sometimes from the transferring agency)

* The volume

= The date range

= The disposal

= A brief description of the whole set

= For each box: order number, brief description, date range.

The transfer is carried out on the date agreed upon between the transferring agency and the archival
agency.

Once the file transfer has arrived, the archival agency checks the content of the boxes and the archive
officer adds his/her signature to indicate that he now takes the transfer in charge. A copy of the form, duly
signed, is sent to the transferring agency.

The archival agency incorporates the content of the transfer form (management information, information
on the document content), after completing it when necessary (delivery dates, indexation, description
standardisation...), in its information system.

2.1.2. Specificities of the digital archives

The increasing usage of data processing in the administrations and the evolution of the legal framework on the
non-repudiable validity of digital documents have led to a dramatic increase of the production of electronic
archives.

In particular, within the framework of the e-administration development (the ADELE programme supervised by
the DGME), the most important part of information that circulates between the agencies, or between the
citizens and the administration, must be progressively converted to an electronic form in the shape of data
flows passing through secure environments.

This concerns for example the electronic submission of acts for the control of legality, currently tested in the
department of the Yvelines by means of the FAST platform implemented by the Caisse des dépéts et
consignations, the electronic submission of public tenders, made mandatory by section 56 of the code of public
tenders (appended to decree n°2004-15 of the 7th of January 2004), the electronic submission of the local
public accounts (Hélios programme), etc.

But other types of electronic archive exist:

= Databases;

= Electronic document management systems (EDMS) including images (for example digitised paper
documents), word processing documents or e-mail systems;

= Intranet websites;

= Images, office automation documents or electronic mailing systems not integrated into a GED
system;

= Etc.
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Even if the rules that apply to digital archives are the same as those that apply to paper archives (cf. code of
heritage, section L. 211-1 above mentioned in 2.1), their implementation must of course be adapted in order to
take into account the characteristics of electronic data.

The following items must be taken into account, in particular:
= The storage security

As opposed to paper documents, the digital documents are stored on digital media whose life cycle is
limited and where risks of alteration, whether voluntary or by accident, are higher.

A special surveillance must therefore be put into place, for each step of the life cycle of the documents.

Migrations - copies of the digital data from one type of media to another, of the same type or not — must be
carried out when media are obsolete.

The security measures applying to archiving, already tackled, for some media, by the standard NF Z 42-
013, have been the subject of a thorough study made by DCSSI, DGME and the directorate of the
archives of France during the year 2005. They will be found in the General Reference for Security.

= The standardisation of the document format

As opposed to paper documents, which are immediately readable, digital documents appear as files made
of bits, following various formats, whose reading requires specific software which can become obsolete.

Selecting from the very beginning formats considered as long lasting and carrying out, in a timely fashion,
the necessary conversions to maintain the readability of the data, is therefore essential.

The standards and regulations that should be used by administration, regarding in particular the document
formats, are the subject of the common inter-operability framework, whose version 2.1 was published in
September 2003 and whose application was reinforced by the order concerning the legal context of
teleservices.

= The metadata standardisation necessary for archiving

Like paper documents, digital documents cannot be preserved if they are not accompanied by, at the
moment of transfer to archival agencies, descriptive information, also called metadata.

These metadata include the same information as the transfer forms for paper documents, and in particular:
the transferring agency, date of transfer, description of the document content, dates of the documents
(functional metadata), deliverability, duration of preservation, traceability.

However, unlike paper documents, it is essential to give in addition information on the format of the
transferred documents and indications on the software environment, even on the hardware necessary for
reading and on the presentation of the information bits (technical metadata).

On the other hand, it is advisable that this electronic transfer form be strictly standardised. It can then
therefore accompany without problems the digital archives to be transferred over the network and it can
easily be processed automatically, in particular with respect to its integration into the archival information
system.
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2.2.Rules applicable to the private sector

The archives of the private sector, according to the code of heritage, are those that are not in the field covered
by the public archives. The conditions of their preservation are not controlled by specific regulations, their
organisation, sometimes inspired by uses in the public sector, can vary a lot according to the entities involved
(internal archival agencies, recourse to external service providers). Regarding the preservation timeframes, in
addition to official texts that might govern some of the preservation periods, professional guidelines also exist
(for example, the guidelines issued by the French association of archivists: « The archives in the enterprise.
Guide for preservation periods »).

As far as turning to service suppliers is concerned for the storage and the delivery of archives, a standard has
been established in December 2001 (standard NF Z40-350: services in archiving and outsourced paper file
management) that specifies the minimum qualitative and quantitative characteristics required to offer such
services.

Concerning the digital archives, beyond the dispositions in the Common Law (sections 1316 and after), the law
of the 11" of June 2004 to reinforce trust in electronic economy imposes,for electronic contracts concerning a
value higher than a given amount, archives taken care of by professionals and made available to consumers.
This amount has been fixed at 120 euros and the preservation period fixed to 10 years starting from the
delivery date of the goods or the service (decree n°2005-137 of the 16 ™ of February 2005) In the same way,
the order of the 16™ of June 2005 (contractual formalities executed by electronic means), introduces the notion
of durable media and defines the concept of an electronic original.

The archiving modalities themselves have been tackled for the private sector in the recommendation of the
French Internet Rights Forum, of the 1* of December 2005, relating to the preservation of digital documents.
The recommendation defines in particular what is meant by « integrity » to explain section 1316-1 of the
Common Law, which states that the written document in a digital format must be set up and « and preserved in
conditions such as to assure its integrity ». This is why this concept would be guaranteed by respecting the
combination of the three criteria: readability of the document, the stability of the informative content and
traceability of the actions applied to the document.

In the same way, good practices are encouraged throughout all the four steps of the preservation process,
which are transfer, record, management, and restitution of the documents. As for the electronic signature of the
original documents, it is recommended that their originator should check them (or have them checked) before
the validity of the certificate used expires, and that the result of this check be added to the metadata of the
transferred document during its transfer to an archival agency. In a more general way, it is recommended that
the successive madifications, justified by the preservation (and in particular format migrations), do not take its
legal status away from the document provided that checking the integrity of the preserved documents is
feasible (in the sense specified above).

And finally, the recommendation expresses model clauses that could figure in a contract of an archival agency
(between an entity and an external service provider), as well as those that must figure in archive charters or
policies in the case of internal archiving.

And still for the private sector, the French national commission on informatics and citizens’ rights (commission
nationale de l'informatique et des libertés - CNIL) formulated in October 2005 a resolution (n°2005-2 13 of the
11th October 2005) on the adoption of a recommendation concerning the digital archiving modalities of data of
a personal nature. The CNIL advocates that the preservation be divided in three periods of time, exactly like
the public archives (current, intermediary, and definitive archives) and recommends that the person in charge
of the processing establish procedures to manage distinct preservation durations according to the categories of
data collected. As far as intermediary archives are concerned, the CNIL recommends that their access be
restricted to a specific department within the company and, for the definitive archives, that they are preserved
on independent media with access restricted solely to the authorised service.
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3 Description of the exchange standard

3.1.Brief description of the exchanges

Five main exchanges can occur between the archival agency and its partners:

- Transfer

- Delivery

- Archive modification
- Destruction

- Restitution

All the messages exchanged by network between the archival agency and its external partners (transferring
agency, originating agency, access requester, control authority) are secured by using adequate protocols to
ensure that all exchanged data will reach its addressee in its full integrity.

Moreover, the standard envisages the generation of hash codes at the message level in order to be sure of the
integrity of the exchanged information, even of signatures (two formats are envisaged: signature PKCS7 and
signature XMLDsig) that assure also the authentication of the sender. These signatures are proposed in a
systematic way for every exchange leading to a particular responsibility: in particular all the messages
concerning the archive transfer, delivery and restitution, the reply to a destruction request, the acceptance of a
destruction, the acknowledgement of a rejected destruction request, the acknowledgement of an archive
modification notification.

3.1.1. The archive transfer

ud Transfer /

Lo

Transferring agency Archival agency

Transmission by a transferring agency of an information
Package to an Archival agency

During transfer, the transferring agency transmits to the archival agency a set of information concerning the
transfer itself (identification of the transferring agency and of the archival agency, the type of convention (or
service contract) agreed between these two parties, level of description...) in addition to the information on the
objects to be preserved. If the objects are digital, the objects themselves can be attached to the transfer.
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3.1.2. The Archive delivery
ud Delivery /

Control authority

Originating agency

Access requester Archival agency

Action of making Archive known to a given person or
"a group of users.

The request for Archive delivery can come from the originating agency or, in a more extended way, from any
person with an interest in consulting these archives (delivery for administrative, legal, contentious, historical
reasons). In all cases the originating agency has access to the archives it produced and which have been

transferred (with the exception of archives having name information of a personal nature).

For public archives, when the archives are not publically accessible an exemption procedure can be carried out
by the requester. This procedure requires an authorisation from the archival agency or by the originating
agency and from the control authority (direction des Archives de France, directions des archives

départementales).
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3.1.3. Archive modification

ud Archive Madification /

Archive
modification

Archival agency

Originating agency

Modifications are carried out by the archival agency on the metadata
or the data transferred for preservation purposes

If the archival agency wishes to modify the archived data (in particular to apply a format conversion for format
that have become obsolete), or on the associated metadata, the archival agency informs the originating agency

(according to the convention or the service contract in force between the two parties).
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3.1.4. Archive destruction

ud Destruction /

Originating agency\

Destruction

Archival agency

Control authority

Destruction : action authorised by a destruction approval
Consisting , after sorting, in the destruction of the archive Object.

The destruction procedure is used to destroy archives preserved by an archival agency. It is concerned with
several use cases:

- Initiated by an archival agency. In this case, the agreement of an originating agency is required,;
- Initiated by the originating agency.
In the case of public archives, the authorisation of the competent control authority is necessary in order to

execute the destruction. For example, for archives preserved in a town archival agency, the authorisation of the
Archives départementales is necessary, in addition to the agreement of the originating agency.
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3.1.5. Archive restitution

ud Restitution /

v Originating agency

Archival agency

Restitution occurs when the archival agency sends the documents
back to the originating agency and deletes them from its system.

Restitution is the final return of transferred archives to the originating agency. This restitution can be done at
the request of the originating agency or at the request of the archival agency (for example at the end of the
contract binding an enterprise and a storage service supplier). The restitution is essentially concerned with the
archival agencies of the private sector. As opposed to a simple delivery, the archival agency, once the
restitution made, does not keep the archives in question.
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3.2.Sequence Diagrams

3.2.1. Transfer request

The transfer request allows the transferring agency to check with the archival agency that the planned transfer
is acceptable by sending just the metadata for agreement. This request is optional.

sd Transfer Request /

Transferring ag.

Transfer request

Archival agency

Ttransfer request acknowledgment

Rejection acknowledgement

T
[}
[}
|
|
[}
s

Optional, the transfer request allows the transferring agency to

check with the archival agency that the planned transter is
acceptable by sending just the metadata for agreement

The transfer request can be carried out in order to allow for a clear agreement between the